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Glad the Politicians are all over this….



“Another area we spent a great deal of time on was cyber 
and cybersecurity. I talked about the proposition that 
certain critical infrastructure should be off limits to attack —
period — by cyber or any other means. I gave them a list, if 
I’m not mistaken — I don’t have it in front of me — 16 
specific entities; 16 defined as critical infrastructure under 
U.S. policy, from the energy sector to our water systems.”

President Joe Biden (possibly the dumbest remarks ever made publicly by a 
sitting president regarding cyber security) June 16th, 2021



Don’t worry Mr. President, I’m on it.



CRITICAL INFRASTRUCTURE SECTORS







60% Of Organizations Would 
Consider Paying In The Event 
Of A Ransomware Attack, 
With 1 In 5 Potentially Willing 
To Spend 20% Or More Of 
Their Annual Revenue



There is a decent chance I 
will lose it today……



The reason so many organizations suffer 
breaches is simply a failure in doing the 
very basics of security. It doesn’t matter 
how much security technology you buy; 

you will fail.



Do you know why money doesn’t matter?





We think about 
this entirely the 
wrong way

You must stop thinking of your country, 
your company or your life as a VAULT, and 
more like a fortress.

Vaults are closed and you do everything 
you can to keep people out. 

A Fortress you just assume people will 
eventually get in.



This all starts with strategy



Policy is pointless.  



Do you know why policy doesn’t matter?



Risk 
management

You know – the continual loop of 
measurement, planning and 
action……REAL risk management.

Most organizations deal with theoretical risk (a one-time 
assessment) and notional controls that “mitigate” the 
risks found. And then the parameters that make up each 
risk change, as they have a habit of doing, and nobody 
notices or reacts because they have no idea how to 
measure said parameters and act accordingly.

Sound familiar? How do you go about measuring each 
parameter of your security risks? Threat actor/source, 
threat, exploit, vulnerability/weakness, likelihood, impact, 
and so on. Do you measure them on an ongoing basis in 
the context of your organization? Probably not. But you 
do risk, right?



There’s the rub ……..



Let’s just state the obvious shall we?



The simple fix for now 



"It's a complicated question and topic, and there are 
lots of different equities that need to be taken into 
account," Andy Ellis, former CSO at Akamai 
Technologies 

"I see people calling for punishments on people who 
pay a ransom, which I think is a disaster of an 
approach. I would much prefer to punish people who 
take ransom."



•The National Cybersecurity 
Preparedness Consortium Act of 2021 
(S.658), introduced by Senator John 
Cornyn (R-TX), the bill allows the DHS to 
work together with a consortium of 
nonprofit entities to develop, update, and 
deliver cybersecurity training in support of 
homeland security.

https://www.congress.gov/bill/117th-congress/senate-bill/658


Vessels, Ships and Ports



Trucks – probably our first problem

probably

https://www.insightsforprofessionals.com/management/fleet/3-cybersecurity-challenges-logistics-industry


Honor Amongst Thieves



Get Aggressive



No More Mr. Nice Guy



No More Mr. Nice Guy



The Government Isn’t Going to Fix This



Prometheus

Prometheus has adopted a very professional approach to dealing with its victims —
including referring to them as "customers," 

Members of the group communicate with victims via a customer service ticketing 
system that includes warnings on approaching payment deadlines and 
notifications of plans to sell stolen data via auction if the deadline is not met.

Prometheus appears to be selling stolen databases, emails, invoices, and 
documents that include personally identifiable information.



Figure it Out Folks


